Theft and doxxing

The (two) most unethical things I've done at work

Carl / Calle “Zeta Two” Svensson @ MassifCon 2020



My first job out of university

e Security consultant
o Pentesting
Code reviews
Forensics
Incident response
Tools development
Miscellaneous «— We are here

e Small Stockholm based company
o  Bought by Finnish Nixu in 2017 (RIP)

o O O O O



That time | stole a company



Let’'s set the scene

e The client

o A Stockholm based company (X, the owner)
e The subject

o A US based company (Y, the subsidiary)
e The background

o XboughtY
o Some slight strain with old management



The mission

1. Retrieve a copy of all data controlled by Y
2. They must not suspect anything



The plan

X claims they want to do a security review of Y
Fly over to US

Perform a security review of the company
Steal all files from on-premise servers

Steal all data from cloud-based mail server



The execution

e \ery welcoming at the office
e Gave me my own room
e (ot access to main file server
o Started dumping everything to hard drives
e Email server password
o Panic!

e Bandwidth email server <--> Sweden low
o Offload to local AWS server
o Transfer back to Sweden over 2 weeks



The anonymous blogger



The $100M company

e The client
o Tech startup
“disrupting” a very conservative field
Valued at ~$100M
o  Preparing for a sale

e Theissue
o Anonymous blog

o Trash talking the company
o  Worried about affecting valuation before sale

(@)

(@)



The blog

e Wordpress.com hosted
e RSS feed

o Exact timestamp

e About 10 posts

o ~3 month timespan

e Knowledge of the field

Nov
0 H1-2122017: Writeup

2017

Hackerone is hosting an event in New York this december and ran a CTF as a secondary way to get an
invite to the event. | visited the H1-702 event in Las Vegas this summer and it was really fun so of
course | had to give this a shot as well. The following information was given on the CTF page.

Read more

(o]
; SEC-T 2017 Talk: Unauthenticated encryption in the wild

2017

v<rss xmlns:atom="http://www.w3.0rg/2005/Atom" version="2.0">
v<channel>
<title>Zeta-Two.com</title>
<description>My blog about technology, security and life. </description>
<llnk>https //zeta-two com/</11nk>

v<item>

<title>SecurityFest 2019 - Software Obfuscation with LLVM</title>

v<description>

<p>At the end of May, I gave a presentation at <a href="https://securityfest.com/">Se¢



The emails

e Emails to employees
e Around publication

e Company website
o  “Ourteam” page “/team”



HTTP access logs

e Timestamp
e Path
e User agent

e Turned on full header logging



GeolP access logs

e Kibana
e GeolP
e Limited info
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Finding out the timezone
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UTC-3

04.02.00
05.25.00
13.37.00
14.13.00
16.02.00
16.41.00
17.51.00
18.21.00
19.01.00

UTC-2

05.02.00
06.25.00
14.37.00
15.13.00
17.02.00
17.41.00
18.51.00
19.21.00
20.01.00

UTC-1

06.02.00
07.25.00
15.37.00
16.13.00
18.02.00
18.41.00
19.51.00
20.21.00
21.01.00

uTC

07.02.00
08.25.00
16.37.00
17.13.00
19.02.00
19.41.00
20.51.00
21.21.00
22.01.00

UTC+1

08.02.00
09.25.00
17.37.00
18.13.00
20.02.00
20.41.00
21.51.00
22.21.00
23.01.00

UTC+2

09.02.00
10.25.00
18.37.00
19.13.00
21.02.00
21.41.00
22.51.00
23.21.00
00.01.00

UTC+3

10.02.00
11.25.00
19.37.00
20.13.00
22.02.00
22.41.00
23.51.00
00.21.00
01.01.00



GeolP + Time Zone

e Kibana
e GeolP
e ~100 IP addresses
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GeolP + Time stamps + Team page

e All IP addresses from suspect TZ +/- 1
e Who visited “/team”
e Within 2 hours of publication



~10 IP addresses



GeolP + Time stamps + Team page + Intersect

All IP addresses from suspect TZ +/- 1
Who visited “/team”

Within 2 hours of publication

For every post



1 IP address!



Suspect profiling

e No crime — no help from law enforcement
e Check full headers logs for IP

e (Google Analytics static between events
o Hypothesis: not using “Incognito Mode”

e Alot of people use Facebook
o Hypothesis: logged in to FB in same browser



Click-jacking deanonymization

e Facebook “follow” feature
e Follow !=friend
o  Asymmetric

e (Can embed button
(@) Iframe + CSS + JS Vianner + Hittavénner | | 2

H H Alla vanner 4 Fodelsedagar 2 Arbete 1 Hogskola/universitet 15 Gymnasium 46 Hemort »Féljer
e Javascript file

Hitta personer att félja

9 Asa Sghxvarz Ahlnn N Folj

Box Count Button Count Button

MarkZuckerberg @

Tidslinje Oom Vanner Foton Mer v

o Served to specific IP

6 oo



I* KRY Sa fungerar det  Faktaochrad Mottagningar  Vanliga fragor

Q  Sok bland symptom




I* KRY S& fungerardet  Faktaochrdd Mottagningar |[FIZd ragor

Q  Sok bland symptom







A new follower

2% Vanner + Hitta vinner /s
Allavanner 475 Fodelsedagar 2 Arbete 13 Hogskola/universitet 15 Gymnasium 46 Hemort 6F6|jer 3
47 foljare Hitta personer att folja

Asa Schwarz Ahlin

9 gemensamma vanner

N Folj

Abderaman Moad




Aftermath

o \erify identity

o Public records

o Facebook profile

o Photos from apartment

o Cross-reference Google Street View
e Find motive

o Nothing obvious
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Then finally

e Family business

o Same field

o ...but good relations with them
e The plot twist

o Professional text analysis
o The autistic son



Thank you!



