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REVERSE ENGINEERING IN 15 SECONDS?

- Take stuff, e.g. software, apart
- Understand how it works

- Many possible goals
- How can | reach a specific state?



WHAT IS SMT?

- Satisfiability modulo theories, SMT
- A bunch of variables
- A bunch of theories
- Theory = A bunch of rules
- A bunch of formulas
- Can we find values for all values s.t. all formulas are satisifed?



SMT: EXAMPLE 1
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SMT: EXAMPLE 2
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SMT: EXAMPLE 3

T, £2
[b(;é;’;’\(i’)ﬁ‘ﬁ‘f(m Mé uhl’”“)"“ xj w;zt)dt ——ﬂm'j(. W Z.Vk()’v)o{u Aw= Zbﬂ‘/hv)

SREyd og=Aici DX I
zre yedor G0 J St = %J de P[’Z"Q‘) th) - Agm ©
k

&\A“m W ()P (-p) Pmm,;g SR P(74}1|X x) ;(tm)'i o ¢,
- - v £
’Al» | 5““""9‘5”‘" e e s (Lo ’Uu) GMW [
S otonw 1 UM N K ppigae WS o) ® S
j d ()2 £ hew =0 Wl Tacn Wio=(%)-(21)
PPV A RO 3 2 Jmﬁ&m »
L) e e prel

e j{‘.zum(rvuldu— 1>_a
J oy ~o
oyt Sigt- «ru;[wﬁﬁw-ﬂ Bor-E 4100 R ”(‘—r‘?—v’—’) et mw e 1-¢(e (39
_(:’L dus Fu’ﬁ ) g5 4 (e dEen = Gstiv) P e,
Ty b G , ) - g
= el h{ Joasa] e ‘c*{v%lmi am)g” 1D
VIRt g ﬁu(—‘m):‘%e Puthr e (e sop Pt -
o

prsxaw 2 ( B )) ‘3“«}:4(1‘4,%) Lﬂ‘bw“’ﬂuxr«

ed)=1 WM Y- et

ebe

Qe pogs -togt zNPdvgti _[ &Pty T
A AS'B too=-Cy ( i T @ On-r) gt ad
[ )T ) IR ST A e
A T e
o _( v logy = g#") ”31
M‘ x> (40 d - 4 Zhe ot
"4 g‘”m a _S, o XM([J -A1%)= (lk—lr‘("dx N " M, g (M-r hL)’(;L:

(s &l § i) del )+ ki) = det) e S0 F T e, e oo




MICROSOFT TO THE RESCUE

- Can we automate? Yes!
- Microsoft Research

- Z3 Theorem Prover

- General purpose

- Own language

- Bindings for several languages
- Open source & cross platform




USING Z3 IN RE

THROWBACK THURSDAY: STARCRAFT




THROWBACK THURSDAY: STARCRAFT

- Commercial software
- Released in 1998

- Simple protections
- Good starting point

- Requires a serial key

- Can we create our own?




GETTING TO THE CORE: INSTALLER

9 Starcraft Setup

Instal Starcraft

Install Spawn E

View Preview

Options

Exit Installer




GETTING TO THE CORE: SERIAL KEY INPUT

Fleaze enter the name of the owner af this Ch.

M ame: ||

Fleaze enter your 13-digit CD-key located on the back of your
Starcraft CD caze. ‘Warning, Do not share your CO-key with

| otherz. Only one perzon can be logged onto B attle.net at
ance with a given CO-key.

CO-key: | | |

ak. Cancel
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GETTING TO THE CORE: RESOURCE STRINGS

DirectX is built into Windo
A DLL required to install DirectX is m

DirectX installation aborted.

e to continue
name that is 1

name that d not contain quo




GETTING TO THE CORE: DECOMPILATION

int _cdecl validate_serial (LPCSIR serial, HWND hknd)
{

1
2

3| int result; }f eaxer

a| unsigned int sum; } eaxes
5

6

7

8

unsigned int
CHAR current; /f cl@s

rent = serial[i];

{ current < '0° || current if  serial )

9
. 18] if { Istrlenaserial) == 13 ) |
LoadResourceString3{6008, 601, 1 {
return 8; :g

2 % sun © {current -

current = serial[i];
if (current <9 || current > '9' )

LoadResourceString3 (689, 681, hwnd):
return 8;

sun
g

=2 = sun " {current - "@');

¥
while { i< 12

if { serial[12] ‘e )
ial) ==13) 28 result = 1;
29
30 else
31
32 LoadResourceString3{680, 681, hwnd):
33 result = @;
tuvr»ul = \mu[‘] 34 }
f { current < Il current > '@ 35| }
36 else
LoadResourceString3(600, 601, hwn) 37|
rn B; 38| Lnadnzsnurcestnnga(snn 602, hwnd):
39 result =
x sun * {current - '8'); a0
2 ( t-reys al
az| else
a3

44| b_4144D9 (87u) ;
sun %10 + ' g Substiane ez

i
serial [12] =

result = 1;

a7| return result;
asly




GETTING TO THE CORE: CALL GRAPH

lil

]

: attributes: bp-based frame|

public validate_serial
validate_serial proc near

var_20= quord ptr -20h
var_18= quord ptr -1h

dvord ptr -a
rbp

. rsp
[rbpevar_18], rdi
[rbpivar 20]. rsi
[rbpivar 8], 3
[rbptvar_a].
[rbp+var_20], 00h
short loc_a00sES

vy

[ZIE=]

loc_a00667:
nov”  edx, [rbptvar_a]
mov  rax, [rbptvar 18]

add rdx
novzx  eax, byte ptr [rax]
nov  [rbprvar_9]. al
cop  [rbpivar 9], 2Fh
jle  short loc_aooss3

e =
cmp [rbpevar 9], 3sn
jle  short loc_a0oss

loc_a0068a:
noy ax, [rbptvar 8]
lea  edx, [raxtrax]
movsx  eax, [rbpvar_9]
sub 30h

xor  eax, edx

add  [rbprvar 8], eax
add  [rbprvar_a]. 1
cnp  [rbptvar_a], 0h
jbeshort loc_aoss7)
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GETTING TO THE CORE: CALL GRAPH

(]
loc_a0068a:
nov”  eax, [rbpivar 8
lea  edx, [raxtrax
movsx  eax, [rbpivar_9
sul eax, 30h
xor  eax, edx
add [rbp+var_8]. eax
add [rbpivar_a], 1
cnp [rbp+var_a], o8h
jbe short loc_a0667|

¥
==

mov  rax, [rbptvar_18]

add  rax, 0C

novzx  eax, byte ptr [rax]

novsx esi, al

mov  ecx, [rbptvar 8

mov  edx, occcccocbh

mov  eax, ecx

nul edx

shr  edx, 3

nov  eax, edx

shl  eax, 2

add  eax, edx

add  eax, eax

sub  ecx, eax

v edx, ec

lea  eax, [rdx+30h]

cnp  esi. eax

jnz  short loc_a006DE

[ZI=]

loc_a00683:
nov

eax, 0
imp short loc_aoo6EA|

loc_a006En:
pop~  rbp

retn
validate_serial endp|




GETTING TO THE CORE: DECOMPILATION

int _cdecl validate_serial (LPCSIR serial, HWND hknd)
{

1
2

3| int result; }f eaxer

a| unsigned int sum; } eaxes
5

6

7

8

unsigned int
CHAR current; /f cl@s

rent = serial[i];

{ current < '0° || current if  serial )

9
. 18] if { Istrlenaserial) == 13 ) |
LoadResourceString3{6008, 601, 1 {
return 8; :g

2 % sun © {current -

current = serial[i];
if (current <9 || current > '9' )

LoadResourceString3 (689, 681, hwnd):
return 8;

sun
g

=2 = sun " {current - "@');

¥
while { i< 12

if { serial[12] ‘e )
ial) ==13) 28 result = 1;
29
30 else
31
32 LoadResourceString3{680, 681, hwnd):
33 result = @;
tuvr»ul = \mu[‘] 34 }
f { current < Il current > '@ 35| }
36 else
LoadResourceString3(600, 601, hwn) 37|
rn B; 38| Lnadnzsnurcestnnga(snn 602, hwnd):
39 result =
x sun * {current - '8'); a0
2 ( t-reys al
az| else
a3

44| b_4144D9 (87u) ;
sun %10 + ' g Substiane ez

i
serial [12] =

result = 1;

a7| return result;
asly
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Z3: FORMULATING FORMULAS

solve.py

itVec('c¥d' ¥ i, 32) for i in range(13)]

partials =

fer 1 in range(len(serial)-1}:
itvec('phkd’ ¥ i, 32)
s.add(p == partials[-1] + ((2*partials[-1]) < (serial[i]})})
partials.append(p)




Z3: FORMULATING FORMULAS




ONCE AGAIN, WITH FEE... ANGR

- "python framework for analyzing binaries”

- "both static and dynamic symbolic (concolic)”

- Computer Security Lab at UC Santa Barbara
- Uses Z3 internally

19



ANGR MANAGEMENT: EXTRACTING THE CODE

v
validate.c x

int _cdecl validate serial(LPCSTR serial, HWND hiind)

Le ((va <12 );
£ ( serial[12] — v3 ¥ 12 + ‘@' )
result; it o

CHAR v5;
if ( serial )

f ( 1strlenA(serial) == 13 )

tring3(6ee, 662, hind);
v5 = serial[v4];

if (vsS <@ [fvs > 9 )

{

LoadResourcestri




ANGR MANAGEMENT: MINIMIZING THE CODE

validate_clean.c

estdio.h>

<string.h> ~ sum ¥ 10 + 0" )

1, size_t len)

current = serial[i];

if ( current < '@’ [[ current > '9' )

sum 4= 2 ¥ sum ~ (current - "@°);

serial, validate_serial(serial, strlen(serial)));



ANGR MANAGEMENT: WRITING THE EXPLORER

solve_angr.py

port angr
def main():
p = angr.Project(’./validator2’, load options={"auto_load_libs": False})

v.path_group()

pg.explore(find=(@x4006d7,), avoid=(@x40068 4886de , Bx4006e5, ) )

found = pg.found[2]

n found.state.posix.dumps(@).split('\@")[e]




THANKS FOR LISTENING!
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